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1. The PRA Lab

The PRA Lab was established in 1996, and is currently made up by five
faculty members, six post-docs, five Ph.D. students and nine research fellows.
Our research activities address fundamental issues for the development of next
generation pattern recognition systems, in the context of real applications, and
are funded by the European Union, government agencies and private firms.

2. Biometric Recognition

Since 2001 we gained a significant expertise on biometric recognition sys-
tems. Our current research is focused on the following topics.

Fingerprint classification. We contributed to the state-of-the-art by the
development of algorithms based on structural characteristics of the fingertip
shape, combined with other methods in the literature, based on simpler mea-
surements extraction from the ridges and valleys flow.

Multi-biometric systems for personal recognition and video-surveillance.
The “error rate” on person recognition of mono-modal biometric systems could
not meet the stringent performance requirements in many real world scenarios.
The multi-modal “fusion” of biometric systems allows satisfying these require-
ments more easily. At present, such systems can be categorized into mono-
biometric systems with multiple recognition algorithms, multi-biometric sys-
tems, and hybrid biometric systems. We contributed to the state-of-the-art ad-
vancement on multi-biometric systems based on fingerprint and face biometric
traits. A tool exploiting the joint use of face and fingerprint biometrics has
been recently developed. Video-surveillance applications have been also con-
sidered. We developed systems that fuse biometrics and remote localization
devices, based on RFID. Since these systems are also aimed to check the be-
havior of subjects into a certain scene, head-pose estimation algorithms have
been also designed.



Adaptive biometric systems based on template update. Biometric mea-
sures are subject to temporary or temporal variations; e.g., a scratch on the
fingertip may temporary change the ridge and valleys flow, and the lighting
conditions may temporary vary during person’s acquisition over time. More-
over, some biometrics are prone to the “aging” phenomenon; e.g., the face
is subject to permanent, continuous slight variations over time. This causes
the template acquired at a certain time to be no more representative of the sub-
ject’s identity. We are focusing on adaptive face tracking and recognition using
video-camera information and modeling the temporary and temporal variations
of the face appearance by the concepts of “abrupt” and “temporal” change.

Liveness detection for fingerprint and faces, against “spoofing” attacks. We
developed a high-level skill on replicating fingerprints by very common mate-
rials, thus obtaining finger replica whose characteristic are similar to those of
the finger skin and can deceive a standard fingerprint recognition system if it
is not equipped with liveness detection algorithm. We proposed several algo-
rithms for detecting the fingerprint liveness which are competitive with those
in the literature. We also co-organized three editions of the Fingerprint Live-
ness Detection Competition (LivDet) in 2009, 2011 and 2013. PRA Lab also
participated to the Spoofing Challenge of the Int. Con. on Biometrics (ICB)
2013, where we presented a demo that has been challenged with fake finger-
prints provided by participants. Finally, we designed some algorithms for the
fake face detection problem (a face recognition system can be deceived by sub-
mitting a simple picture in front of the camera). These algorithms have been
used for a demo developed by PRA Lab members.

Running projects. We are currently involved in two EU 7th FP projects:
“Trusted Biometrics under Spoofing Attacks” (Tabula Rasa), and MAVEN (see
section 4). We are also leading two projects funded by regional government of
Sardinia: “Tecnologie di identificazione a radiofrequenza e visione computer-
izzata per I’intelligenza d’ambiente e la sicurezza dei luoghi di lavoro” (Secure
RVID), co-funded by the regional government of Lombardy, and “Sistema In-
tegrato di Video Sorveglianza” (SIVS).

3. Computer and information security

Current research activities focus on two main areas.

Web Security. We developed solutions for the protection of both users (e.g.,
detection of phishing pages) and machines (e.g., detections of attacks against
web servers). We also developed solutions for the detection of malicious com-
puter networks operating over the Internet (the so-called “Botnets”), that are
based on the passive analysis of the DNS traffic. Botnets leverage on malicious
software, that is used to compromise or hijack the normal behavior of software
applications, both on the server and on the client side.
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Malware Detection. Malware detection is a cornerstone of an effective
and comprehensive defense strategy. Currently, research activities are focused
on the detection of malware spread by malicious documents (e.g. PDF or
Javascript files) both on PCs and mobile platforms. The information gath-
ered from all the above-mentioned sources (e.g. log files, network traffic, DNS
records) and systems can be further correlated to build intelligent systems with
enhanced capabilities of identifying patterns of illegal activities. Such systems,
which provide advanced analytics functionalities, are developed leveraging on
the Multiple Classifiers paradigm.

Running projects. Our Lab is currently leading four projects funded by
european and regional programmes.

The ILLBuster project (http://www.illbuster-project.eu) is funded
by the European Commission (DG-HOME) within the programme ‘‘Preven-
tion of and Fight against Crime”. It involves eight partners, with the goal of
developing an integrated system for the automatic discovery of illegal activi-
ties on the Internet. Such a system can be a valuable tool for law enforcement
agencies, in their activities of prevention of and fight against (cyber)crime.
In fact, two italian agencies (the “Postal and Communication Police” and the
“Guardia di Finanza”) have joined the project with the purpose of testing the
system during their regular activities.

The CyberROAD (Development of the Cybercrime and Cyber-terrorism Re-
search Roadmap) project is funded by the European Commission, under the
7th FP. It aims at identifying current and future issues in the fight against cy-
bercrime and cyberterrorism, in order to draw a roadmap for cyber security
research. A detailed snapshot of the technological, social, economic, political,
and legal scenario on which cyber crime and cyber terrorism do develop will
be first provided. Then, cyber crime and cyber terrorism will be studied, in
order to identify priorities and research bottlenecks.

The project sTATA (“secure Technologies Against Targeted Attacks”) is
funded by the regional government of Sardinia. It involves 14 Sardinian com-
panies (mostly SMEs), and is aimed at fostering the cooperation among the
University and the companies, to stimulate the development of a district with
strong, advanced know-how in computer and information security.

We are finally leading the project “Advanced and secure sharing of multi-
media data over social networks in the Future Internet”, which is funded by
the regional government of Sardinia, and involves two other research institu-
tions. Under the security viewpoint, this project addresses the issue of malware
distribution through documents and multimedia, which has recently arisen due
the popularity of content sharing sites which attracted the interest of attackers.
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4. Multimedia classification and retrieval

Content-based image retrieval. We developed Relevance Feedback tech-
niques based on Exploration-Exploitation, aiming at exploring the feature space
not only in the area of the initial query image, but also in different neighbor-
hoods computed according to relevance information, and on Passive-Aggressive
Online Learning, that is particularly suited to be implemented in RF because
of its iterative nature. We also focus on image representation for classification
and retrieval: we are investigating the effectiveness of clustering algorithms,
to create the codebook from the points of interest extracted from images.

Classification of multilabel data. In the context of multimedia classifica-
tion, we are focusing on multilabel problems (e.g., image tagging, and docu-
ment labeling by topics). We are developing learning algorithms for multilabel
classifiers aimed at maximizing the Fg performance measure, which is widely
used in information retrieval applications, and is particularly challenging from
the computational viewpoint due to its multivariate nature and to the exponen-
tial number of possible label assignments.

Running projects. We are involved in the MAVEN (Management and Au-
thenticity Verification of Multimedia Contents) project, funded by the EU un-
der the 7th FP. It involves eight partners and aims at developing tools for the
management and verification of the authenticity of multimedia. The project
“Advanced and secure sharing of multimedia data over social networks in the
Future Internet”, mentioned in section 3, involves also the topic of multimedia
classification and retrieval. To help users finding the contents of interest among
the huge amount of multimedia data that is easily published and shared thanks
to on-line social networks (like Facebook) and to content sharing sites (like
Flickr and YouTube), this project aims at developing advanced techniques for
the automatic classification and interactive retrieval of images and videos.

S. Video surveillance and ambient intelligence

We are addressing two applications. One is person re-identification, which
consists of recognizing an individual who was previously observed over a cam-
era network, using images as queries. We are developing multimodal descrip-
tors of images of individuals, including clothing appearance, anthropometric
measures and gait. We are also investigating the use of RGB-D sensors to
extract such descriptors. A related application is people search. It consists
of retrieving video frames containing individuals who match a textual query,
containing a description of clothing appearance in terms of a predefined set of
visual attributes (e.g., the color of trousers and the texture of upper body gar-
ments). We are activating a collaboration with a local company that runs the
video surveillance system of our University.
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6. Basic research topics

Multiple classifier systems (MCS). MCSs are the methodological core around
which our research activities evolved. We co-organize the International Work-
shop on Multiple Classifier Systems (http://www.diee.unica.it/mcs) since
its first edition in 2000. It has become the leading international forum for the
discussion of issues in MCSs and ensemble methods. In this field, we are cur-
rently focusing on the investigation of the elusive, and somewhat controversial
concept of classifier diversity. Diversity is deemed to be a critical property for
the effectiveness of MCSs, and successful MCS construction techniques like
bagging and boosting are deemed to effectively enforce it implicitly. Despite
this, no clear definition of diversity exists yet, neither practical techniques for
exploiting it explicitly.

Adversarial learning. Adversarial learning is a novel research field that
lies at the intersection of machine learning and computer security. It aims
at enabling the safe adoption of machine learning techniques in adversarial
settings like spam filtering, computer security, and biometric recognition. In
this context, we are developing a framework for security evaluation of pattern
recognition systems in adversarial settings. We are also exploring the impact of
evasion attacks (e.g., the attempts of spammers and hackers to evade detection
by obfuscating the content of spam emails and malware code), and poison-
ing attacks (i.e., injecting carefully designed samples into the training set, to
compromise the whole learning process, and are developing suitable counter-
measures against them.

Running projects. Our group is involved in two projects funded by the
regional government of Sardinia. We are leading the project “Security of pat-
tern recognition systems in the future Internet”, aimed at extending the the-
oretical foundations and the design methods of pattern recognition systems,
including machine learning techniques, to adversarial environments, that are
not taken into account by the classical theoretical framework. We are also
involved in the project “Quantum Computation Structures at the service of
Pattern Recognition: to model the uncertainty”. Quantum computation theo-
ries provided consolidated formal models for the representation of uncertainty.
Such models could be a useful tool for dealing with uncertain information also
in Pattern Recognition (e.g., noise, missing features, incomplete knowledge of
the statistical model that describes the problem), as it partially happened in
signal analysis applications. This project aims at representing basic concepts
and algorithms of Pattern Recognition within a consistent framework based on
the formal structures of quantum computing. This framework will be used to
model the process of semi-supervision in some classification algorithms, and to
propose new semi-supervised MCS algorithms. We will consider applications
in the field of biometrics, computer security and content-based image retrieval.



